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What is Bluetooth?
Bluetooth 1s a standardized protocol for sending and recewving data via a
24GHz wireless hink. It’s a secure protocol, and it's perfect for short-range, low-
power, low-cost, wireless transmissions between electronic devices. .
These days it feels like everything is wireless, and Bluetooth is a big part ofthat BlI@tOOtH
wireless revolution. You'll find Bluetooth embedded into a greamt vanety of
consumer products, like headsets, video game controllers, or hvestock trackers vin our world of
embedded electromics hackery, Bluetooth serves as an excellent protocol for wirelessly transmitting
relatively small amounts of data over a short range (<100 m) It’s perfectly sunted as a wireless
replacement for serial communication mterfaces. Or you can use it to create a DIY HID Computer
Keyboard. Or, with the right module, it can be used to build a home-brew, wireless MP3-plaving
speaker. This tutonal mms to provide a quick overview of the Bluetooth protocol. We'll examine the
specifications and profiles that form s foundation, and we’ll go over how Bluetooth compares 1o other

wireless protocols.

How Bluetooth Works

The Bluetooth protocol operates at 2 4GHz in the same unlicensed ISM frequency band where RF
protocols like ZigBee and WiF1 also exist. There 1s a standardized set of rules and specifications that
differentiates it from other protocols. If you have a few hours to kill and want to learn every nook and
cranny of Bluetooth, check out the published specifications, otherwise here's a quick overview of what
makes Bluetooth special.

Masters, Slaves, and Piconets

Bluetooth networks (commonly referred 1o
as piconels) use a master/slave model to control
when and where devices can send data In this
model, a single master device can be connected
to up to seven different slave devices. Anv slave
device in the piconet can only be connected to a
single master

The master coordinates commumcation

throughout the piconet. It can send data to any of £ mpies of Bluciooth master/slave piconet lopologies.
its slaves and request data from them as well. Slaves are only allowed to transmit to and receive from
their master. They can’t talk to other slaves in the piconet.

Bluetooth Addresses and Names

Every single Bluetooth device has a umgue 48-bit address,
commonly abbreviated BD_ADDR. This will usually be presented in
the form of a 12-digit hexadecimal value. The most-significant half (24
bits) of the address 1s an orgamization unique identifier (OU1), which
dentifies the manufacturer. The lower 24-bits are the more unigue part
of the address

This address should be visible on most Bluetooth devices. For example, on this RN-42 Bluetooth
Module, the address printed mext to “MAC NO." 15 000666422152.The “000666™ portion of that
address 1s the OUI of Roving Networks, the manufacturer of the module. Every RN module will share
those upper 24-bits. The “4221527 portion of the module is the more unigque ID of the device.




Bluetooth devices can also have user-
friendly names given to them. These are usually
presented to the user, in place of the address, to
help identify which device 1t 1s

The rules for device names are less
stringent. They can be up to 245 bytes long, and
two devices can share the same name
Sometimes the unique digits of the address might
be included in the name to help differentiate
devices

Connection Process
Creating a Bluetooth connection between two devices 1s a multi-step process involving three
progressive states

1. Inguiry — If two Bluetooth devices know absolutely nothing about each other, one must run an
inguiry to try to discover the other. One device sends out the inquiry request, and any device
listening for such a request will respond with its address. and possibly its name and other
information

Paging (Connecting) — Paging 1s the process of forming a connection between two Bluetooth

devices. Before this connection can be mitiated, each device needs to know the address of the

other (found in the inquiry process)

3. Connection — After a device has completed the paging process, it enters the connection state.
While connected, a device can either be actively participating or 1t can be put into a low power
sleep mode.

* Active Mode — This 1s the regular connected mode, where the device 1s actively
transmitting or receiving data

*  Sniff Mode — This 1s a power-saving mode, where the device is less active. It'll sleep and
only histen for transmissions at a set interval (e.g. every 100ms).

¢ Hold Mode — Hold mode 1s a temporary, power-saving mode where a device sleeps for a
defined penod and then retumns back to active mode when that interval has passed. The
master can command a slave device 1o hold

* Park Mode - Park is the deepest of sleep modes A master can command a slave to
“park”, and that slave wall become nactive until the master tells it to wake back up

b

Bonding and Pairing

When two Bluetooth devices share a special affinity for each other, they can be bonded together
Bonded devices automatically establish a connection whenever they 're close enough. When | start up
my car, for example, the phone in my pocket immediately connects to the car’s Bluetooth system
because they share a bond. No Ul interactions are required!

Bonds are c¢reated through one-time a process called pairing When devices pair up, they share
their addresses, names, and profiles, and usually store them in memory. The also share a common
secret key, which allows them to bond whenever they're together in the future

Pairing usually requires an authentication process where a user must validate the connection
between devices. The flow of the authentication process vanes and usually depends on the interface
capabilities of one device or the other. Sometimes pairing 1s a simple “Just Works"™ operation, where the
click of a button 1s all it takes to paur (this 1s common for devices with no Ul, like headsets) Other
times panng mvolves matching 6-digit numenic codes. Older, legacy (v2.0 and earlier), painng



processes involve the entering of a common PIN code on each device. The PIN code can range in
length and complexity from four numbers (e.g “0000™ or “12347) to a 16-character alphanumeric
string.

Power Classes
The transmit power, and therefore range. of a Bluetooth module 1s defined by its power class.
There are three defined classes of power:

Class Number | Max Output Power (dBm) | Max Output Power (mW) |  Max Range
Class | 20 dBm 100 mW 100 m
Class 2 4 dBm 25mW 10 m
Class 3 0 dBm | mW 10 cm

Some modules are only able to operate in one power class, while others can vary their transmit power.

Bluetooth Profiles

Bluetooth profiles are additional protocols that build upon the basic Bluetooth standard to more
clearly define what kind of data a Bluetooth module 15 transmitting While Bluetooth specifications
define how the technology works, profiles define how it's used.

The profile(s) a Bluetooth device supports determine(s) what application it’s geared towards. A
hands-free Bluetooth headset, for example, would use headset profile (HSP), while a Nintendo Wi
Controller would implement the human interface device (HID) profile. For two Bluetooth devices to be
compatible, they must support the same profiles.

Let’s take a look at a few of the more commonly-encountered Bluetooth profiles.



3. WIRELESS LAN BASIE

This chapter discusses various topics of interest to those creating or joining wireless LANs. There are sev-
eral decisions 1o make when deploying a Wi-Fi network. Since the oniginal 802,11 specification that came
out in 1997, which operated in the 2.4 GHz range at low data rates of 1-2 Mbps. several extensions have

expanded the available choices. The marketplace has also responded to customer demand by offering
devices that combine 802.11 extensions into one device,

The topics included in this chapter are things to consider in relationship to the requirements of your appli-
cation.

3.1 Wi-Fi Characteristics

The physical characteristics summarized in Table 2-2 allow you to compare the different 802.11 extensions

(802.1la/b/g/n) with one another. This section describes basic characteristics that are common to all Wi-F
networks.

3.1.1 Operating Frequency
There are two signaling frequencies currently used by Wi-Fi networks:

® 2.4 GHz - Comprises 14 channels, each with a bandwidth of approximately 20 (o 22 MHz operating in
the ISM band. 802.11b/g networks operate in the 2.4 GHz band. It is 1 crowded frequency because
many devices other than 802.11 devices operate in it. For example, Bluetooth as well as many con-
sumer products such as microwaves, telephones, garage door openers, baby monitors, etc.

® 5 GHz - Comprises 13 channels, each with a bandwidih of approximately 20 MHz operating in the
U-NII band. 802.11a networks operate in the 5 GHz band. Currently, this band is less crowded than
2.4 GHz, but this is likely to change as the wireless market continues to grow.

Higher frequency signals have higher attenuation passing
through obstacles than do lower frequency signals, This is /
because some of the energy of the electromagnetic field
transfers into the material of the obstacle (cement walls,

foliage, etc.) which reduces the strength of the signal. 1]\)




1. OVERVIEW

This manual is intended for embedded systems engineers and suppon professionals who are not familiar
with wireless networking from a theoretical or implementation point of view. The components, organiza-

tion, and operation of Wi-Fi networks will be presented. There is an emphasis on security issues and the
available security protocols.

Wi-Fi is the name given by the Wi-Fi Alliance to the IEEE 802.11 suite of standards. R02. 11 defined the
imitial standard for wireless local area networks (WLANSs), but it was considered 100 slow for some appli-

cations and so was superseded by the extensions 8021 1a and 802.1 Ib. and later by 802.11g (with the
release of 802.11n still pending),

At its most basic, Wi-Fi is the transmission of radio si gnals'. Wireless Rabbits offer the embedded systems
engineer many benefits in a wide range of applications, Figure 1 illustratex the Rabbit’s role in a sensor

monitoring application.
Figure 1. Wireless Local Area Network Connected to the internet
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1. When asked to describe radio, Albent Einsiein replied. *You see, wire telegraph is a kind of a very, vqu
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And radio operates exactly the same way: you send signals here, they receive them there. The only differ-
ence is that there is no cal.™



1.1 Benefits of Wi-Fi

What are the benefits of Wi-Fi over a more traditional wired network? In particular, what are the benefits
for an embedded system application? To begin with, if you study the diagram in Figure 1, you can see¢ the
enormaus flexibility that a wireless connection brings 10 an embedded application. The addition of wire-
less provides more choices for monitering, control and the dissemination of information. Practically speak-
ing, remote locations become more accessible and costs drop.

The following list summarizes some of the benefits of a Wi-Fi network.

¢ Wireless Ethernet. Wi-Fi is an Ethernet replacement. Wi-Fi and Ethernet, both IEEE 802 networks,
share some core elements.

¢ Extended Access. The absence of wires and cables extends access to places where wires and cables
cannot po or where it is too expensive for them to go.

* Cost Reduction. As mentioned above, the absence of wires and cables brings down cost. This is
accomplished by a combination of factors, the relatively low cost of wireless routers, no need for
trenching, drilling and other methods that may be necessary 1o make physical connections.

e Mobllity. Wires tie you down to one location. Going wirelexs means you have the freedom to change
your location without losing your connection.

* Flexibility. Extended access, cost reductions, and mobility create opportunities for new applications as
well as the possibility of creative new solutions for legacy applications.

1.2 Wi-Fi Embedded System Applications

The reach of wireless communication in embedded systems continues to grow. Forrester Research, a com-
pany that focuses on the business implications of technology change, has reported that in a few shon years,
up 1o 95% of devices used to access the Internet will be non-PC devices that use an embedded system.

There are many applications for embedded devices with a Wi-Fi interface:

¢ Indusinal process and control applications where wired connections are too costly or inconvenient. e.g.,
continuously moving machinery.

¢ Emergency applications that require immediate and transitory setup, such as battlefield or disaster situ-

ations.

Mobile applications, such as asset tracking.

Surveillance cameras {maybe you don’t want them easily noticed, cables are difficult to hide).

Vertical markets like medical. education. and manufacturing.

Communication with other Wi-Fi devices, like a laptop or a PDA.



2. |IEEE 802.11 SUITE OF STANDARDS

This chapter discusses the concepts and characteristics specified in the IEEE 802.11 standard. 802.11 is a

packet protocol that defines data transmission and manages locabon-independent network access using
radio signals,

Wi-Fi is a physicallink layer interface, as is Ethernet. The layers above the physical and data link layers
include TCP/IP. On a practical level, this means that a!l Rabbit sample programs and customer applications
for TCP/IP that are run on an Ethernet interface will also run on a Wi-Fi interface.

2.1 Architecture

This section discusses the architectural components defined by the 802.11 standard. The architecture
descnibes the structure and organization of the network. This knowledge informs various tasks, such things

as selecting the right operating mode to suit your application or completing an effective site survey for the
physical location of the network.

2.1.1 Basic Components

All wireless devices that join a4 Wi-Fi network, whether mobile, portable or fixed, are called wireless sta-
tions (STAs). A wireless station might be a PC, a laptop, a PDA, a phone, or a Rabbit core module. When

two or more STAs are wirelessly connected, they form a basic service set (BSS). This is the basic building
block of a Wi-Fi network.

Figure 2.1

A BSS is a set of STAs controlled by a single coordination
function (CF). The CF is a logical function that determines
when a STA transmits and when it receives.

The BSS shown in Figure 2.1 is an example of the simplest
Wi-F1 network possible: two wireless stations. The oval shape
around them roughly represents the coverage area.

While a circle may represent the idealized coverage area of a
single radio, it is not very accurate in real world situations.
Environmental factors cause dramatic vanations 1o the cover-
age area. For example, a STA with an omnidirectional antenna

placed in the corner of a building may have most of its coverage area outside the building and in the adja-
cent parking lot.




Not all STAs in a BSS can necessarily communicate directly, Consider Figure 2.2. STA | and 3 are mutu-
ally out of range, thus require use of STA 2 to relay messages.
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2.1.2 Operating Modes

This section discusses the two operating modes specified in the IEEE 802.11 standard: infrastructure mode
and ad-hoc mode. Each one makes use of the BSS, but they yield different network topologies.

The operating mode is selected during the configuration of the wireless station (see Chapter 5 for more
details); all wireless stations must select an operating mode before attempting to create or join a Wi-Fi net-
work.

2.1.21 Ad-Hoc Mode

The independent BSS (IBSS) is the simplest type of 802.11 network. Wireless stations communicate
directly with one another using the ad-hoc operating mode. Such a network follows a peer-1o-peer model.

A BSS operating in ad-hoc mode is 1solated. There is no connection to other Wi-Fi networks or to any
wired LANs. Even so, the ad-hoc mode can be very useful in a number of situations. Because an ad-hoc
network can spring up anywhere, it is especially useful in situations that demand a quick setup in areas that
do not have any infrastructure, such as emergency sites and combat zones.

As another example of the usefulness of ad-hoc Wi-Fi, consider that it is now commaon for people to have
their laptops with them in business meetings. in airports waiting for flights, or even at their local coffee
hang-out. Operating in ad-hoc mode, people can easily and quickly form a network to do things like share
large files or anything else they may want to do cooperatively.



2.2 Five-Layer TCP Model

802.11 and 1ts exiensions (a, b, g, etc.) define two layers in the five-layer TCP model: the physical layer

and the data link layer. These are the same 1wo layers thal are defined by 802.3 (Ethernet). The data link

layer is actually made up of two layers: media access control (MAC) and logical link control (LLC). The
IEEE 802.11 specification defines the MAC sublayer.

Figure 2.6 5-Layer TCP Model

Application Layer

Transport Layer

The two lower layers are specified
Network Layer by IEEE 802 networks:

; Logical Link Control | | 802.2 - LLC
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