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E] 5.2. Network Connectivity Devices

Network devices are components used to connect compufers or ot?e; I(:::EE(I)]I;:
devices together so that they can share files or resources like printers or ta . of
Devices used to setup a Local Area Network (LAN) are the most common yp .
network devices used by the public. A LAN requires a hubf router, cabling or "[]ia :
technology, network cards, and if online access is desired, a high-speed modcm. lihc
much less complicated than it might sound to someone new to networking. In

smooth functioning of networks, many devices play important roles. Here, in th
section, we are going to discuss a few of them.

Let us begin with NICs,

5.2.1. Network Interface Unit

The network interface unit is a microprocessor based device containing hafdwart:
and software which supply the intelligence to control access to and communicatlonb‘
across the network and to perform all communications processing. It is the means b}
which the workstations are connected

functionally and physically to the network.
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Netwofk interface functions are realized through chips on the interf
rtace unit

k bus drivers, communications controller chi scialize i

ffers and ROM cpde that is executed by the ngl\:tgttlf:gl;:jt r?::'rnl)prm'tl-w»rt-,

ihe network interfgge unit for all user workstations is identical. Server int:}‘;::‘.:ﬁ:l\::;

e include additional ROM code' to implement additional functions. Physical
‘oction to the network is provided through a standard communications (;r

" PutIOUfPUt interface.
Through the network interface, data on the medium is available to all attached

workstations and periphera.ls. System users never need to know what it takes to get from
one point to another; t_hey simply indicate the desired destination. The network interface
ynit provides transmission and data control, formats the data into manageable units,
ranslates the data rate and protocols of the attached workstation to that of the network
communication medium and vice-versa and supplies address recognition capabilities.
Details of network operation are hidden from users of the attached workstations.

Technically, two parts of the network interface can be identified the
communication interface, containing network oriented functions, and the host interface,
containing computer specific functions. Both parts of the interface are shown in the

following figure.
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unit which logically interfaces to the Netugy
lated functions. It accepts data from the attaey. "

icati channel! is avilab
kstation, buffers the data until the commumcahorl] e e leil and the,
transn ?t Otffle data. The communications interface a monitors | thecdannel %
tra:er;z:;ez addressed to its workstation, stores the data, an ata to b
m

device.

The communications interface is the

It performs all transmission € e

Fig. 5.2. Network Interface Card

The actual physical connection between the workstation and the network is
achieved by running a secondary cable between the communications interface and the
main network cable. The two cables are joined by a tap.

The host interface supplies the connection between a specific workstations$
internal circuitry and the communications interface unit. It fits into the input/OutPUt
structure of a particular computer, and governs all data exchange between the
workstation and the communications-oriented portion of the network interface. Becau%

f’f the many methods of implementing network and workstation functions, the host
interface is workstation and vendor-specific.

When specifying or installing a NIC, you must consider the following issues :

ot S)l()stem bus compatibility : If the network interface you are installing is an intern®
vice, bus compatibility must be verified. The most common bus system in us€ is

Peripheral Component Interconne ill us
ct (PCI) bus, but some old might still ¢
Industry Standard Architecture (ISA) expansion cards clcler systems M8
1/0

be a device conflict. S not operate correctly after installation, there mip
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52.2. Hubs
v At th(f bottom of _tbe netwo‘rkmg 'fOOd chain, so to speak, are hubs. Hubs are used
in networks that use twisted-pair cabling to connect devices. Hubs can also be " d
together to create larger networks. Hubs are simple devices that dirért dat; pac ketli ,rirr::]l
devi.ces cox_mected to the hub, regardless of whether the data package is destined for the
device. This makes them inefficient devices can create a performance bottleneck on busv
networks.
In its most basic form, a hub does nothing except
© - provide a pathway for the electrical signals to travel along. I
‘Such a device is called a passive hub. For more common r ;'
now-a-days is an active hub, which, as well as providing a \:‘é "'"‘ 4
P&th for the data signals, regenerates the signal before it v
i forwards it to all of the connected devices. A hub does not Fig. 5.3, Hubs
- Perform any processing on the data that it forwards, nor
- does it perform any error checking.
‘ Hubs come in a variety of shapes and sizes. Small hu
“nnection ports are commonly referred to s wnrl;gm;ww
;?;":moc.iate larger numbers of devices (n(’rft:‘r‘::";:\t’ }:‘r:‘;’)'
enableens‘t)’ devices. Because hubs d()?t P‘1 s, For todav’s
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Basically, hubs are multi-slot concentrators into which a number of
cards can be plugged to provide additional access as the network grows in
can be either passive or active.

Active hubs electrically amplify the signal as it moves from one connect
to another. Active concentrators are used like repeaters to extend the le
network.

Passive hubs allow the signal to pass from one computer to another Without g,
change. Hubs usually can support 8, 12, or 24 RJ-45 ports. These are often used in a sty
or star-wired ring topology and require specialized software for port management,

How a Hub Functions : Hubs are simple devices that interconnect groups of users
Hubs forward any data packets including e-mail, word processing documents
spreadsheets, graphics, print requests-they receive over one port from one workstation
to all of their remaining ports. All users connected to a single hub or stack of connected
hubs are in the same segment, sharing the hub’s bandwidth or data-carrying capacity. As

more users are added to a segment, they complete for a finite amount of bandwidt
devoted to that segment.

n.]um‘POrt
Size, Hubg

ed dEVi(e
ngth of

To understand how a hub serves a network, imagine a hotel with just one phon
line available to all guests. Let’s say one guest wants to call another. She picks up her
phone and the phone rings in all rooms. All the other guests have to answer the phon:
and determine whether or not the call is intended for them. Then, as long as tht
conversation lasts, no one else can use the line. With a few guests, this system 1
marginally acceptable. However, at peak times of the day —say, when everyone returns o

his or her room in the evening-it becomes difficult to communicate. The phone lin¢*
always busy.

5.2.3. Switches -
vice:
Like hubs, switches are the connectivity points of an Ethernet network. De ‘

W PRL L T
connect to switches via twisted-pair cabling, one cable for each device. The d‘ﬂe::t.
between hubs and switches is in how the devices deal with the data that they ret\»itd:
Whereas a hub forwards the data it receives to all of the ports on the device, .at:ﬁ \
forwards it only to the port that connects to the destination device. It doe.b 'ng‘ !
learning the MAC address of the devices attached to it, and then by matchin!

inati : itch wor™
destination MAC address in the data it receives. Figure 5.4 shows how a sWilC

Switch Oe,
N % O: ,b‘bf;,,
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Ne e
gy fo rwarding .'jata unly_to the connection that should receive it, the switch can
' petwork performance in two ways. First, by creating a direct path between two
and controlling their communication, it can greatly reduce the number of
on the network. As you might recall, collisions occur on Ethernet networks
vices attempt to transmit at exactly the same time. In addition, the lack of
s switches to communicate with devices in full-duplex mode. In a
vices can send and receive data from the switch at the same
duplex communication, in which communication can occur
Full-duplex transmission speeds are double that of a
a 10 Mbps connection becomes 20 Mbps, and a 100

W
H“P‘rL

Comsjons
when tWO de
olisions enaples SW
m”,duplex conhgura.tlon, de
me. Contrast thlS.Wlth halfj
. only one direction at a tlm'e.
: ,-mndafd, half-duplex, connection 5o,
. Mbps connection becomes 200 Mbps.
The net result of these measures is that switches can offer significant performance
s over hub-based networks, particularly when network use is high.

her a connection is at full or half duplex, the method of
e data it receives. The following is a brief

| improvement

[rrespective of whet

- switching dictates how the switch deals with th
explanation of each method :

Cut-through : In a cut-through switchi

- forwarded as soon as it is received. This metho
. errors being propagated through the network, as there is no error checking.

; Store-and-forward : Unlike cut-through, in a store-and-forward switching
nd error checked before being forwarded.
t propagated through the network. The
s takes a relatively long time, and

ng environment, the packet begins to be
d is very fast, but creates the possibility of

. environment, the entire packet is received a
The upside of this method is that errors are no
- downside is that the error checking proces
. Store-and-forward switching is considerably slower as a result.
SWitd:fl'agll'lent free : To take advantage of the error checking of store-and-fpru{ard
' ing, but still offer performance levels nearing that of cut through s.w1tch1ng.
3 enogment Free switching can be used in a Fragment Free-switching environment,
ug_h of the packet is read so that the switch can determine whether the packet has
" ™ involved in a collision. As soon as the collision status has been determined, the

- Packet ig forwarded.

N
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In addit ,
. soaidmon to acting as a connection point
e connected to create larger networ

r()u h .
Cable.g standard ports with a special cable or by using sp

for network devices, hubs and switches

ks. This connection can be achieved
ecial ports with a standard

Qan

TR N T TS

: The -
: DePeHdenF orts on a hub to which computer systems are aFtac}.led are called MEd]fum
- thy two Interface-Crossed (MDI-X). The crossed designation 15 denved.from t1'3e act
j e f the wires within the connection are crossed so that the send signal wire on

ke ey
' lnt‘e‘“all;ce becomes the receive signal of the other. Because the ports are crossed
*Astandard or straight-through cable can be used to connect devices.
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the hubs or switches are designed to see cach other as simplv an e\tensian o
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Fig. 5.5. The pinouts for a straight-through cable Fig. 5.6. The pinouts for a crossover cabke

' How a Switch Functions

1 i 1 s h TS ‘h‘-‘:
To insulate the transmission from the other ports, the switch estabhsi¢
- a g 4 3 tt)?' s
temporary connection between the source and destination, and then termind
connection once the conversation is done.

A switch would be like a phone system with private lines in pl ,
party line. For instance, Meira Sen at the Maurya Hotel calls Ibrahim 502 !
room, and the operator or phone switch connects the two of them on a Aot pests |

et

This allows more conversations at any one time thereby allowing more &
communicate.

ace of the hul‘.
n anot
ak‘d e

y

5.2.4. Repeater LI
1 3 hY 3 \'Or '
A repeater is a device that amplifies a signal being transmitted on the nett !

i : . p : : singit .
used in long network lines, which exceed the maximum rated distance for a3 T

Over distance, the cables connecting a network lose the signal transﬂ““‘:_\',c ¥
signal degrades too much, it fails to reach the destination. Or if it does J]:e 't
degradation of the message makes it useless. Repeaters can be installed aloné t
ensure that data packets reach their destination. Repeaters are of two kinds: ¢

. “‘f
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1 repeaf_f—’.r- The first merely amplifies all incoming signals over the network
it amplifies both the signal and any concurrent noise. The second type collZZts;

packet and then retransmits the packet as if it were starting from the source

d signd
Howev’er,
the inbound
station-
5.2.5. Gateway

Any device that translates one data format to another is called a gateway. Some
examples of gateways include a router the translates data from one network protocol to
Jnother, 2 bridge that converts between two networking systems, and a software
application that converts between two dissimilar formats. The key point about a gateway
is that only the data format is translated, not the data itself. In many cases, the gateway
functionality is incorporated into another device.

A gateway is a device that connects dissimilar networks. A gateway operates at the
highest layer of network abstraction. It expands the functionality of routers by
performing data translation and protocol conversion. It is needed to convert Ethernet
traffic from the LAN, to SNA (Systems Network Architecture) traffic on a legacy system.
It then routes the SNA traffic to the mainframe. When the mainframe answers, the

reverse process OCcurs.

A gateway is actually a node on a network that serves as an entrance to another
network. In enterprises, the gateway is the computer that routes the traffic from a
workstation to the outside network that is serving the Web pages. In homes, the gateway

is the ISP that connects the user to the Internet.

In enterprises, the gateway node often acts as a proxy server (a machine that is not
actually a server but appears as a server) and a firewall (a system designed to prevent
L‘Salthorized access to or form a private network). The gateway is also associated with
ot a router, Which use headers and forwarding tables to determine }Nhere packets are
gate’w :I;d a switch, which provides the actual path for the packet in and out of the

*26. Bridges

Sith'ngB: dges are used to divide larger networks into smaller section. They do this by
the “tween two physical network segments and managing the flow of data between
ected to each segment,

0‘ i .
brig By 100kmg at the MAC address of the devices oonn '
lieve that the destination address is on

erface), or block it from crossing (if they can verify that it is on the interface
ed to segregate a network.

1Ch i )
! cama). igure 5.7 shows how a bridge can be us
f the devices on the

hen 1
" bridges were introduced, the MAC addresses O
uming process that had

pl&n Net i
ty of o WOrks had to b time-cons

0 e entered manually, a tim .
4 "Sseg OEPOrt.unity for error. Today, almost all bridges can build a list of the MAC
g briq o Interface by watching the traffic on the network. Such devices are called

1
ges b
€Cause of this functionality.
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Fig. 5.7. How a bridge Is use

and Bridging Loops |
must consider when using bridges. The first is the

e elimination of bridging loops :
he network using the 80/20 rule. This
| and that the other 20% should be

Bridge Placement
There are two issues that you
bridge placement, and the other is th
Placement : Bridges should be positional in t
rule dictates that 80% of the data should be loca

destined for devices on the other side of the bridge-

Bridging loops : Bridging loops can occur when more than one bridge is
implemented on the network. In this scenario, the bridges can confuse each other by
leading one another to believe that a device is located on a certain segment when it is
not. To combat the bridging loop problem, the IEEE 802.1d Spanning Tree protocol
enables bridge interfaces to be assigned a value that is then used to control the

bridge-learning process.
Types of Bridges

Three types of bridges are used in network :

Transparent bridge : Derives its name from the fact that
network are unaware of its existence. A transparent bridge does nothing exce
forward data based on the MAC address.

Source route bridge : Used in Token Ring networks. The sourc

derives its name from the fact th .
: at the entire - u
network is embedded within the packet path that the packet is to take throug

the devices o the
pt block 0f

e route bridg?
h the

Translati idge :
onal bridge : Used to convert one networking data format to anothe” o

example, from Token Ring to Ethernet and vice-versa

Today, bridges are slowly b
ut ' ' .
y surely falling out of favor. Ethernet switche® 0_ In

similar functionality ; the
; they can provide logi P
fact, switc : ogical division i etwo!
hes are sometimes referred to as muli; 5 ?r segments, in the N theY
operate. ultiport bridges because of the way
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;2.7. Modems

A modem, short for modulator/ demodulator, is a device that converts the digital

’a com 1 ; :
agnals generatEd by puter into analog Signals that can travel over conventional

.~ none lines. The modem at the receiving end converts the signal back into a format the
: i.gm puter can understand. Modems can b

€ used as a means to connect to an ISP
| pechanism for dialing up to a LAN. SP or as a

| - It is common practice, when installin i
| i : ’ and internal
modem, to disable the built-in seria] j ' &

- (COM) port assignments.
Table 5.1 Common Serial (COM) Port Resource Assignments

Port ID IRQ 1/0 Address Associated Serial I/F Number
COM1 4 03F8 1
COM2 3 02F8 2
COM3 4 03ES8 1
. COM4 3 02E8 2

For external modems, you need not concern yourself directly with these port
assignments, as the modem connects to the serial port and uses the resources assigned to
it. This is a much more straight forward approach and one favored by those who work
With modems on a regular basis. for PCMCIA and USB modems, the plug-and-play
Nature of these devices makes them simple to configure, and no manual resource
Bsignment is required. Once the modem is installed and recognized by the system,
drivers must be configured to enable use of the device.

Two factors directly affect the speed of the modem cormection—tihe speed of. ttthe;
Modem jtself and the speed of the Universal Asynchronous Recel?r/;ranzr::tlmels
(UART) chip in the computer that is connected to the modem. The UAR Ch;l\), ec iyt

¢ serial communication of a computer, and although modern systemzble of, older
chips that can accommodate far greater speeds than the drilf)dfsrr; fISS ;?fli)cient s[:;eed o
*¥stems should be checked to make sure that. the UAR-T thlps stem can normally be
*Upport the modem speed. The UART C-hip ﬂn: stt ilcljlie;n witli tlzre system.
determined by looking at the documentation tha mmonly used UART chip types.
Table 5.2 Shows the maximum speed of the co

ha o



Computer Net"ont |

144
Table 5.2 UART Chip Speeds
s S

5750 9600
16450 9600 ..
J 655D 115,200

16650 430,800

16750 921,600

16950 921,600 .

ple networks irrespective of thei

5.2.8. Router
e that connects multi
tocols, otherwise it work:

A Router is a network devic
rotocol. This is because a router can handle different pro

similar to that of a bridge.
A Router forwards data packets from one connected network to anothe

depending upon their IP addresses and not their MAC addresses.
So, now you know two differences of bridge and router :
(i) A bridge connot handle multiple protocols whereas a router can.

(ii) A bridge works with MAC address whereas a router works with IP addresses.
t constitutes a network, let us now discuss

Now that you have fair idea about wha
twork. This is being given in following

how communication takes place over a ne

information box.

In a common configuration,
two network segments. Such as a SOHO router u
router can be a dedicated hardware device or a compute
network interface and the appropriate routing software. A
systems include the functionality to act as a router.

A router derives its name from the fact that it can route data it receives from 01
nehl/(vork onto an?ther. When a router receives a packet of data, it reads the header of t
glaictsert Otlcl)t;iri?tetl;lel:i tlée des@aﬁon addre.ss. Once it has determined the address, it ]00&.
does, it forwgards th N Et;(?rmme whether it knows how to reach the destination and, !
desﬁ’n " Is the pac et to the next hop on the route. The next hop might be the finé

ion, or it might be another router. Figure 5.8 shows, in basic terms, how 2 rout®

works.
As you :
routing p);ocegzn '1?}?: fr:rm i1:5}}1113 example, routing tables play a very important 10
reason, a routin. tab); . de means by which the router makes its decisions. For &~
compléte Theregare h(:r(? i:as t(:hbe tt;lvo things. It must be up-to-date, and it must &
. ys that the router can i t ting
table—through static routing or dynamic routing get the information for the rou

routers are used to create larger networks by joininé
sed to connect a user to the Internet. -
r system with more than 0r¢

11 modern network operatiﬂg

Je in I
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tic Routing
In environments that :
o the routing tables manEZTl St?\?c routing, routes and route i
n y- Not only can thi e information are

rors are more common. Additionall is be a time-consumi entered
ef e etwork, sta tically wcori y, when there is a change i }?umlng task, but also
of T gain, this is a . igured routers must be n;g n the layout, or topology,
2 = y 1m . dan . %
charts tic routing is suiteé3 tconsummg and potentially errlzl)iulydupdated with the
o only the smallest environments v?'itf]n ta;k. por these
perhaps just one

u5e dynamic routing.
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tables. There are two types of routing protocols used —the older distance Vg

protocols and the newer link state protocols.

Distance Vector Routing o otocols

The two most commonly used distance vec.tor rocllltmgngtworks rjre .both calleg
Routing Information Protocol (RIP). One versiofl_lS uzef O:se on networl?: tng T_CP/IP
The other, sometimes referred to as [PX RIP, is designed foF Tunning

IPX/SPX protocol.

RIP works on the basis of hop counts.

to the data’s destination. Each router that t
m number of

constitutes a hop. The maximu
is to say thatina network that uses RIP, all ro

to communicate. Any hop count that is in excess O
Distance vector routing protocols operate by having each router send updates

about all the other routrers it knows about to the routers directly connected to it. These
updates are used by the routers to compile their routing tables. The updates are sent out
automatically every 30 or 60 seconds. The actual interval depends on the routing
protocol being used. Apart from the periodic updates, routers can also be configured to
send a triggered update if a change in the network topology is detected. The process by
which routers learn of a change in the network topology is knwon as convergence.

Although distance vector protocols are capable of maintaining routing tables they
have three problesm. The first is that the periodic update system can make the update
process very slow. The second problem is that the periodic updates can create large
;Lntovlg:fs;fo Sf;workl tra:flc—much of the time unnecessarily as the topology of the
e ° rarely change. The last, and perhaps more significant, problem is that

cause the routers only know about the next hop in the j : - formation
can be propagated betwe next hop in the journey, incorrect informatt
en routers, creating routing loops.

Two strategi .
preventing t;: ff;izrafrrz ;sej to combat this last problem. One, split horizon, works
learned. The other, poison ra vertising a route back to the other router from which it was
thst e Eoute fe a;ivertisedegerjie (also colled split horizon with poison reverse), dictatef
has a metric of 16. Recall thata: mOr: Fhe interface from which it was learned, but that !
' etric of 16 is - L N,
Link Stae Routing considered an unreachable destinatio”

Link state routing works
Rather than each router telling

s defined as one step on the joumg |
s to cross to reach its destinatig,
hops that RIP can accommodate is 15. Thy;
uters must be within 15 hops of each othe |
f15is considered unreachable,

Ahopi
he data ha

uite dij »
of. routers i . Oegzh . Iilrfferrently from distance vector-based routif
/ ers in a link state environment z()ngectod router about the routes it is aWw .
eNd  out speci RC.

) al p: lin
b pakcets, called p

advertisements (LSA i
)r Wthh i i
forw contatn | i
arded to all the routers on the nel‘lformanon only about that router. These 1 sthe

entire network. Th : twork, whi
e adve » which enables them to build a maP 0 he
0
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he two (distance vec Ink s '
Of the t\::ks(m:d “;i \ftttttor dno link state), distance vector routing is better suited
C state routing to larger ones. Link state protocols do not‘sulffter

small netw
jom the constant updates and limited hop count, and they are also quicker t
to converge) when the network topology Chmges 0 rto correct

~—T/ 5 . . \ . .
on TCI /IP networks, the most commonly used link state routing protocol is the

ot Path First (OSPF). On IPX networks, the NetWare Link State Protocol

«n Shorte
4. Table 5.3 summarizes the distance vector and link state protocols used

(NLSP) is use
h network protocol.

with eac
Table 5.3 Routing Protocols
Network Protocol Distance Vector Link State
TCP/IP RIP OSPF
[PX/SPX RIP* NLSP

p—

Routing Protocol

A routing protocol is the language a router speaks with other routers in order to

share information about the reach ability and status of networks. We can say that a

routing protocol Specifies how routers communicate with each other, disseminating
outes between any two nodes on a computer

retwork. Routing algorithms determine the specific choice of route. Each router has a
ached to it directly. A routing protocol shares this

prior knowledge only of networks att :

information first among immediate neighbors, and then throughout the network. This

way, routers gain knowledge of the topo

y Although there are many types of rou
Yidespread use on IP networks :

* igtel‘ior gateway protocols type 1, link

IS

) Imel'iOI' gateway protoco]s type 2
Routing Information Protocol, RIPVZ,

L . :
Exterior gateway protocols are ro
exchanging routing information between Autonomous system

NGateWay,Protocol (BGP), Path Vector Routing Protocol.
egy Ofe that the term "Exterior gateway protocol” has two meanings. It could mean a
Yste Y of protocols used to exchange routing information between autonomous

Prot()col (Ssze: exterior gateway protocol). It could also mean d specific RFC-described
g €. Exterior Gateway Prot ocol).
r .
Gy, e VO Uong protocols are defined In doc
Nguigh o onS Of the Open Syster Intercon

logy of the network.

ting protocols. three major classes are in

_state routing protocols, such as OSPF and

distance-vector routing protocols, such as

IGRP

ting protocols used on the internet for

s, such as Border

uments called RFCs.
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The specific characteristics of routing protocols include the manner in Which "
Ry

avoid routing loops, the manner in which they select preferred routes, using informg
. . 0
about hop costs, the time they require to reach rou ting convergence, their scalability, i

other factors.

Link State Routing Protocol
A link-state routing protocol is one of the two main classes of routing protoy,

used in packet switching networks for computer communications (the other js g,
distance-vector routing protocol). Examples of link-state routing protocols include ope
shortest path first (OSPF) and intermediate system to intermediate system (IS-IS).

The link-state protocol is performed by every switching node in the network (i,
nodes that are prepared to forward packets; in the Internet, these are called routers). The
basic concept of link-state routing is that every node constructs a map of the connectivity
to the network, in the form of a graph, showing which nodes are connected to whic:
other nodes. Each node then independently calculates the next best logical path from
to every possible destination in the network. The collection of best paths will then form

the node’s routing table.

This contrasts with distance-vector routing protocols, which work by having each
node share its routing table with its neighbours. In a link-state protocol the only
information passed between nodes is connectivity related.

'Link-state algorithms are sometimes characterized informally as each routef
“telling the word about its neighbours”.

Distance Vector Routing Protocol

In -

F e computer .commurucatlon theory relating to packet-switched networks: ¢

o I:a—‘\;erct?r ro;t.mg prot(')col is one of the two major classes of routing protocols, the
jor class being the link state protocol. Distance-vector routing protOCOl 5 se tht‘.

Bellman—Ford algorithm, F
_ , Ford —Fulkerson algori , ase ¢
Cisco Systems's protocols) to calculate paths gorithm, or DUAL FSM (in the €

A distance-vect '
topology changes per?;;i(;uﬁng protocol requires that a router informs its neighboff' of
to inform all the nodes ; ); Coltnpared to link-state protocols, which req gire @ route!
network of t ’ fing
rot " opolo . rou
protocols have less computational Complexity l:lnd i).l’echangesl distance-vector
ssage overhead.

The term distance
vector refers to t tor
e ol Aiskares 5 e Tl he fact that the protocol manipulates vecwa,_

i in the n i
the original ARPANET routing algo etwork. The vector distance algort mr the

_ rithm
name of RIP (Routing Information Pr Otocola)nd was also used in the internet 4"

Examples of dist - i
p Istance-vector routing protocolg include RIPv1 and RIPv2 and!

R
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y Protocols

. of Gatewa
» [nterior .gateway protocols (IGPs) exchange routing information within a single

routing domain-
Examples of IGPs include :

o Open ghortest Path First (OSPF)

, Routing Information Protocol (RIP)

» Intermediate System to Intermediate System (IS-I5)

« Enhanced Interior Gateway Routing Protocol (EIGRPD)

+ Exterior gateway protocols

¢ Exterior gateway protocols
systems. Examples include:

+ Exterior Gateway Protocols (EGP)
‘ + Border Gateway Protocol (BGP)

SR

exchange routing information between autonomous

| B53. Firewall

‘ A firewall is a networking device, either ha
access to your organization’s network. This controlled access 1s designed to protect data

xd resources from an outside threat. To do this, firewalls are typically placed at
etry/exit points of a network —for example, placing a firewall between an internal
wtwork and the Internet. Once there, it can control access in and out of that point.
Although firewalls typically protect internal networks from public networks, they
i also used to control access between specific Hetwork segments within a network—for
. Yample, placing a firewall between the Accounts and the Sales departments.

rdware or sottware based, that controls

i
]Real Serverl‘ Internet
‘ i ——-mTTTTTTTTA
External host

—————————————

= -—————
-——-— -

il

o LB SR

e T - SR A TR T A ST (N TR I T O R
e T

Internal host |
\ .
—
f Fig. 5.9, Using proxy services with a dual homed host
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emented through software or
mplement software firewa]|s tiugha
ro

As mentioned, firewalls can be impl

dedicated hardware device. Organizations i _
network operating systems (NOS) such as Linux/UNIX, Windows servers, and y, 5

servers. The firewall is configured on the server to allow or permit certain typecQS
network traffic. In small offices and for regular home use, a firewall is con o

. . m
installed on the local system and configured tO control traffic. Many third-party ﬁre“(]’:lll;
are available. S

Hardware firewalls are used in ne
often dedicated network devices that can

tworks of all sizes today. Hardware ﬁreWallsa
be implemented with very little COHfigurati;:]

and protect all systems behind the firewall from outside sOUXCES- Hardware firewalls o,
readily available and often combined with other devices todey. Fer example, map
broadband routers and wireless access points have firewall functionality built in. In syg

case, the router or WAP might have a number of ports available to plug systemsint,

5.3.1. Firewalls and Internet Security
Interest and knowledge about compu

with the need for it. This interest is, NO doubt, d
Internet and the increase in the number of businesses that are migrating their sales and

information channels to the Internet. The growth in the use of networked computers in
business, especially for e-mail, has also fueled this interest. Many people are also
presented with the postmortems of security breaches in high-profile companies in the
nightly news and are given the impression that some bastion of defense had failed to
prevent some intrusion. One result of these influences is that many people feel that
Internet security and Internet firewalls are synonymous. Although we should know that
no single mechanism or method will provide for the entire computer and networ
securlty needs of an enterprise, many still put all their network security €g8° in Of*
firewall basket.
Computer networks may be vuln
erable to man
attack, including : y threats al
¢ Social engineeri ‘ : . ean*
(pretendii " to I;relg; lvgh_i'remt someone tries to gain access through [e int?
: gitimate system user or admini - -king peo
reviealing seerets, ete), dministrator, tricking P |
of sear”

ding ’

ter and network security is growing along
ue to the continued expansion of the

g of
ong many avenue

social I

m

¢ War diali :
ling, wherein someone uses computer software and a mode
rov

for '
e oS i, e e
* ol ofSetvi . et | , ’
Do ks, cin il ypesf s nended 07
network can not use it. such a way that legitimate users of the €0
"

¢ Protocol-based attack -
s, which
veakresses i Tetwork services take advantage of known (or urt
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an help protec
ffective at wha

of hoW
we examine

and discuss

53.2. Three Myths of Firewalls
1. Firewalls of a corporate network

. Firewalls make the assumpti

333, Benefits of Using a Firewall
@ n;): mair‘1 benefits of using a fir
; otection from service
(b) Access to host in the network can be
() Security is concentrated on @ singl

D Loggin i
g and statistics of network us€ an

onnectlwty
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attacks, whi .
+ Host - ich attack vulnerabilities in particula
systems or in how the system is set up and adminiSteres computer operating

¢ Password guessing.
» Eavesdropping of all sorts, including stealing e-mail messages, files, pas d
o~ ’ sSwWordas

and other information over a network connection by listening on the connectio
- ) n.
[nternet firewalls have been around for a hundred years-in Internet time. Firewalls

t against some of these attacks, but certainly not all. Firewalls can be ver

t they do. The people who set up and use them must have the knowled v
they work, and 315.0 be aware of what they can and cannot protect In this articl&’e
the Internet firewall, touch on its history, see how firewalls are used today:

changes that are in place for the next hundred years.

make the assumption that the only way in or out
that there are no "back doors” to your network. In

especially for a network which spans a large

enterprise. Users may setup their own backdoors, using modems, terminal
servers, or use such programs as "PC Anywhere" so that they can work from
home. The more inconvenient a firewall is to your user community, the more
likely someone will set up their own "back door" channel to their machine, thus

bypassing your firewall.

is through the firewalls;
practice, this is rarely the case,

are on the outside of the

dered trustworthy. This
y insiders.

on that all of the bad guys

the inside of the can be consi
f computer crimes which are committed b

Newly evolving systems are blurring the lines between data and executables
more and more. With macros, JavaScript, Java and other forms executable
fragments which can be embedded inside data, a security model which neglects

this will leave you wide open to a wide range of attacks.

firewall, and everyone on
neglects the large number O

ewall are :
herentl
strictly contml!ed.

e firewall system

ation procedu res.
d misuse.

y more prone to attacks.

s which are in
_ This leads to better

implementation of authentic

{él i .
0 ) Pohcy enforcement.
L .‘. w E
| Fir:at Constitutes a Good Firewall Syste
he walls can protect network envir

Y f

m?
onment. But what constitutes a good firewall?
wer actually depends on site security requirements. However, one should always

or ¢ .
e following attributes in a firewall :
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COIhputarN
/ %
; t a "deny all services ey
(@) The firewall should b;_- gble tor s;’ugsg; ¢ that s mot the paliey usezept thog
specifically permitted” design policy ;

(b) The firewall should be flexible. It should be‘abtl.é;') 1:0 ;:::ar;lg(;gate W s,
and needs if the security policy of the organizatl _

ication measures.
(¢) The firewall should contain advanced authenticatio

(d) The firewall should employ filtering techniques to permit or to deny seryj, .
specified host systems as and when needed.

ices for File Transfer Protocol (FTPp)
‘ hould use proxy services N -
(e) giél;;w?gEieZommunicztion NETwork), sO th.at advanced authentica
measures can be employed and centralized. If services s-uch as gopher, or HTTp

are required, the firewall should contain the corresponding proxy services,

(f) The firewall should accommodate public access to the site, such that publ
information servers can be protected by the firewall but can be segregated from
site systems that do not require the public access.

(g) The firewall should contain mechanisms for logging traffic and suspicious

activity, and should contain mechanisms for log reduction so that logs are
readable and understandable.

(h) If the firewall requires an operating system such as Unix, a secured version of the
operating system should be part of the firewall.

5.3.5. Firewall Types

Firewall uses a variety of architectures to manage access control. These are
(a) Packet-Filtering Firewalls |

(b) Proxy Firewalls
(c) Stageful Inspection

Packet-Filtering Firewalls

protection. Packet-filtering firewalls ar

: ) ic
. This rudlmentary firewall provides only bas,
define a few parameters,

. _ on
€ restrictive since network managers ¢a" ‘
Many routers and

) Proxy servers
firewall capabilities a8

ides
for some form of packet filtering that prov.

¢
the network - traff
- ize
es for filterin from wunauthor

- on rout . way®s’
(a) Static filtering €IS and other devices in tWO
(b) Dynamic filtering
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static Filtering : Static packet filtering provides limi
jected ports as either permanently open Org Pz"nanzf\tlngzgeseﬁ?tg by c;:)nﬁguring
iside packets access to a company intranet server on port 80 (th)(éImp i
gmber for the Pl}’p?ﬁext Transfer Protocol, or HTTP) one could confi E Stg-rl\dard port

firewall tO block all incoming packets directed toward port 80. gure the router or

namic Filtering : Dynamic packet filtering provides enhanced security. It act

allowing selected ports to be opened at the start of a legitimate session a);d the:

doses them at the end of the session. This is particularly useful for protocols that allocate
ports d)mamically-for example, with the File Transfer Protocol (FTP).

application-level Firewall (Application Gate Way)
Application-level firewall (or application gateway) is part of a proxy server.
on gateways do not allow any packet to pass directly between the two

they connect. Instead, proxy applications running on the firewall computer
ward responses to the

Applicati
networks
forward requests to services on the private network. Then for
originators on the unsecured public network. Application gateways authenticate the
qedentials of a user before allowing access to the network. They use auditing and
logging mechanisms as part of the security policy. Application gateways require some
configuration on the part of users to enable their client machines to function properly.
For example, if a File Transter Protocol (FTP) proxy is configured on an application
gateways, it can be configured to allow some FTP commands but deny others. One could
configure an SMTP (Simple Mail Transfer Protocol) proxy on an application gateway
that would accept mail from the outside (without revealing internal e-mail addresses),
and then forward the mail to the internal mail server. However, because of the additional

Processing overhead, application gateways have advanced hardware requirements and

are slower than network-level firewalls.

Proxy Firewalls
This type of firewall acts as an intermediary of user requests, setting up a second
;tr)nnection to the desired resource either at the application laye_r (an application proxy)
4t the session or transport layer (a circuit relay). Proxy firewalls tend to take a
They are restrictive when it comes to

erf ) )
Performance hit since it relies on application layer.
f applications.

$ta
%ful Inspection Firewalls

These are the new generation of firewall technology patented by Check Point

w . . .
w“hozl;e Technologies. Stageful Inspection provides full application-layer awareness
every service to be secured. This results in

"‘ﬁlh‘ple "l:quiring a separate proxy for
2bilip, . enefits to customers including excellent performance, reliability, and the
.. Upport new and custom applications and services quickly and easily. Stageful

ing
E pe’:tio .
throy 2h t“ architecture js unique in that it understands the state of any communication
€ firewall machine, including packet, connection and application information
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Packet filters do not track application or connection state. Application proxies traqy
e which may introdyce Soflly

application state, not packet or connection stat me
vulnerabilities.

a 5.4. ATM .
ATM is a switching and multiplexing technolog¥ thaf;'emjll‘(l)\i S'Sf?al:, flxed-length

; . 11 es of trafhc. 1s fast and effj;
cells to very quickly and efficiently move a typ ckets or frames, traffig routesglt

i it i larger pa
1Is fit into spaces too small for : .
?;:Txl:zl ceswitching ispdone without the need for time-consuming software, and

payload error checking and correction is performed only at the destination node, no

every hop along the way.

ATM I
User :
]
1
| 1
) ] .
ATM | ' : I Public
User = Pg‘ae o ATM
’ twork
: Switch : Natwo
! |
! 1
1
' '
! I
! |
! I
. I
Private Public
UNI UNI

Fig. 5.10. ATM Network

ATM was designed to be the protocol of choice for future Broadband—lntegr?;e(:
Services Digital Network (B-ISDN) services. Because ATM is asynchronous, it prov! ;
true bandwidth-on-demand. Additionally, its small cell size makes ATM adaptable f
any form of information—data, voice, video, audio, e-mail, faxes—and capable gf'
moving this information amazingly fast across a network that can provide million®
virtual paths and channels between end user equipment. ihe

In

Characteristically, ATM has two dimensions; transport and switching " . |
JIRHIE AT 'di,mensionf ATM can move no faster or slower than any other dl?clets
. communication technology. It is in the switching dimension that ATM shines: T2° ")

and frames of various sizes need smart switches controlled b slow-moving SOftware Ve
move them through a network. Small, uniform'ly sized cells gn an ATM networ Ote
through switches without needing software assistance. The cells already know the "

to take and do not need to slow down to look for road signs or stop to get direcn’ons-
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ATM allows the user to select the level of service it need
and makes reservations and preplans routes s ¢

. ua]ity p
cervice 4 are given the best service. Whether the signal tra

most attention

ATM can

nnectivity

accommodate the user.

§4.1. ATM Cells _
! An ATM cell is a 53-octet packet of information consisting of two main parts (see

Figure 5.1

1):

» Header : 5 octets reserved for :
¢ Routing (GFC)
¢ Addressing (VPI, VCI, PTI)
¢ Flow control (CLP, HEC)

UNI Cell
¥ arc VP
VPl
Vel
VPl | cLP
HEC
®
s
F-)
B
Payload
R3

[‘"\Bbytes—-rl

5 bytes ——»|

»le
pre

48 bytes

53 bytes

v

Fig. 5.11. ATM cells
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S, provides guaranteed
hose signals needing the
vels first class or standby,

NNI Cell
VP T
w
2
VCI s
PTI | cLp | 7

HEC
\ 4
X
[7;]
[+3]
Payload 2
g
|<——— 8 bytes ———-—|

e Payload - 48 octets reserved for voice, video, autio and data (user or service)
The cell size is a compromise between what Europe and the United Sta'tes wanted.
u'r OPe liked a 32-octet payload to reduce delay (smaller cells get through switches more
Tickly), The US preferred a 64-octet payload to increase bandwidth efficiency (because

2 better |
comprom i se

uttets'

nd payload cells).

eader-to-payload ratio). The ITU settled the issue with a 48-octet

» Biving both sides a portion of what they wante(.i. After :::
the ATM cell size is 53 octets (this gives an approximate 1 :

dding five header
10 ratio between
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Header Cell Structure : There are 40 bits in each ATM header, These bi :
subdivided into various-sized groupings designed to move payload through the A;:;
network to its destination. These subgroups are : .

Generic Flow Control (GFC) : Four bits that control traffic flow between
network and terminal equipment. These are gatekeeper bits that do not traye]
cells across the ATM network but are used to establish connections with
equipment.

Additionally, GFC bits :

* Manage access conflicts, giving each user fair access to the ATM network,

¢ Ensure that proper quality of service is allotted to each user (see ATM Traffic
Contract).

* Support up to 100 users on each UNI.

Virtual Path Identifier (VPI) : The address for up to 256 UNI virtual paths (VPs) 8
VPI bits) or up to 4096 NNI VPs (12 VPI bits). The path is fixed at connection but is

shared with multiple other calls. Because NNI VPIs overwrite UNI GFC bits, more than
4000 virtual paths can be used within the ATM network.

Virtual Channel Identifier (VCI) : The rest of the VPI address that identifies
virtual channels with in each virtual path. Sixteen bits make possible 65,536 virtual
channels. The combination of VPI and VCI fields allow for 16,777,216 simultaneous UNI
calls and up to 268,435,456 simultaneous NNI calls.

Payload Type Identifier (PTI) : Three bits that identify the cell as carrying
information for the user or as carrying service information.

Cell Loss Priority (CLP) : One bit that determines if a cell can be discarded if the
network becomes too congested (0 = keep, 1 = discard).

Header Error Control (HEC) : Eight bits that do cyclical redundancy .CheCks.On:;
first four header octets. The HEC ensures multiple bit error detection and single bite
correction.

5.4.2. ATM Protocol

——
The ATM protocol layer model consists of four layers and three planes (?;i I;gtuof
5.12). The layers are closely interrelated, but each layer addresses a spec [ layer 0
functions. The physical layer and ATM layer can be compared with the physica £ nctior
the OSI reference model. As with the OSI model, the various la)"‘?.r ° ted.
independently, but continuous interaction among the layers is highly coordina

he ATy
With the
end g

Physical Layer
The physical layer has four functions :
* Converts cells to a bit stream. .
¢ Controls transmission and receipt of bits on the physical medium-

Al
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/ Plane Management Function
/ Layer Management
Control Plane User Plane
Higher Layers Higher Layers /
ATM Adaptation Layer /
ATM Layer / /
Physical Layer /
Fig. 5.12. ATM Protocol
¢ Tracks ATM cell boundaries.
¢ Packages cells into frame types that fit the ph Y_Sical ed vt (S];.ONET cells are
packaged differently than cells going to or coming from a DS3 line).
ctions :

o two sublayers that perform these four fun

MD) : Syncs the bits and gets them to or from
rect cable and connector types.

error checking, maintains cell
Is for the particular

The physical layer is divided int
* Physical Medium-Dependent (P
the correct medium, down to the cor

¢ Transmission Convergence (TC) : Performs P
boundaries and synchronization and packages the ce

physical medium.

ATM Layer
end The ATM layer performs many very critica
"-to-end communications :

* First the ATM layer takes t

and adds the 5-byte addressing he ‘ _
* Then it multiplexes all the cells from various connections, prepares a single-cell

L slls, i ed, as fillers for
Stream f a »,r and puts I idle cells, if needed,
or the physical layer @ (fF:)r oxample, SDH or SONET).

SYnchronous transmission systems ) '
* Next the ATM layer provides translation (directional coding) for every cell to get
| F virtual connections. The ATM layer can do

:::e cells switched through multiple . | :
's because it knows the capabilities of virtual connections carrying the cells.

These '
S capabilities vary according toO :

| functions essential to the exchange of

he 48-byte payload from the ATM adaptation layer

ader.



158

My

5.4.3. ATM Adaptation Layer

layer intera
data into an

puts it into small ATM cells.

» Bandwidth
» Delay
» Delay variation

» Cell loss
ayer in the protocol stack. This

the top ATM | ’ :
formation as voice, video ang

The ATM adaptation layer (AAL) is e omer in
i i t t suc
cts with higher layers t0 ge 3-byte ATM cell.

d out of the payload portion of a .
d within two sublayers (s€€ Figure 5.13) :

AAL functions are divide
(SAR)

+ Segmentation and Reassembly

+ Convergence Sublayer (CS)

The SAR sublayer takes a continuous bit stream of
At the other end of the networ

constructs the bit stream.
The CS provides different classes of service (A, B, C, D or X) and performs a variety
of tasks that are dependent on the AAL type in which the CS resides. AALS types are

described in the following paragraphs.

AAL Type 1 (AALD : AAL Type 1is class
capable of handling constant bit rate (CBR) traffic such as voi
AALZ1 requires exact timing between source and destination,

synchronous network (for example, SONET or SDH).

/ Plane Management Function
/ Layer Management
Control Plane / User Plane
,‘
P

customer data, slices it up and
k, the SAR sublayer unwraps

the ATM cells and exactly re

A service that is connection—oriented and
ce and video conferencing

so it needs to travel over

. _#
" BISDN Services | -t i
igher Layer Protocols el el
Co el P
oo Comergenco Sublayer
___________ ~” - -
Segmentatior\ and Re, assembly ————— - ,z///
« ,/1”
ATM Layér "f ',,
Physical La - /
DSYUSDH/SONET /

N/

-8.13. BISDN Protocs
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etwork connecuvity

N

Synchronization samples are inserted into the =

 used for sequencing (4 bits each for a sequence
ection [SNF-
I Type 2 (AAL2) : AAL2 su ; .
AA:AAYEZ b have a variable [}))E(:-rtts c-lass B tr.afflc. This too is connection-oriented:
nowever, : ate in real time and does not require end- ;
fming- AAL2 is great for compressed audio and video and travels a(t:[ h_eI}: tg—epd
hrough the ATM network. Forty-four bytes make up the AAL2 payload aFoing bpnonty
eserved to support AAL2 processes. « HOUF Bytes are
AAL Type 3/4 (AAL3/4) : After AAL types 3 and 4 were developed, it was
they so closely resembled each other that they were combined Ito form
s combined type supports class C or class D non-real time, variable bit rate

Payload field and on,
e payload b
number [SN] and sequence numl)),::

determined
AAL3/4. Thi
iraffic that requires no timing.

Class C traffic (such as Frame Relay an
Connectionless traffic (such as LAN and SMDS d

oss but not especially sensitive to delay.
message and streaming. Message

d X.25 data packets) require connections.
ata) is considered Class D. Both classes

are sensitive to 1

AAL3/4 provides two types of mode services;
node has one interface data unit (IDU), a single framed cell of up to 65,535 octets.

Steaming mode contains multiple IDUs that are transported asynchronously. Both
nodes are tagged with 10-bit SAR CRC trailers for error checking and a CS protocol data
wit (PDU) that is prepended with begin/end tags and a length field.

AAL Type 5 (AAL5) : AALS is the primary AAL for data, both connection-oriented
ad connectionless. AALS is known as the simple and efficient layer (SEAL) because

wthing extra is appended to the CS-PDU that goes into the 48-octet payload.
P ‘AALS5 supports class C and class X traffic, including LAN Emulation.(LA.NEC{ damdd
‘With unspecified or available bit rates (UBR or ABR). As no header or trailer is add€c,

A )
ALS traffic cannot be interleaved.

5.4.4. ATM SENiCe Categ ories
urs&:{:ﬁrgffers five classes of service. Eaf:h class is desriial
" each sem_mg to customer needs and prov1d.e the anrop
* Con ce class. The five service categories are
‘ stant Bit Rate (CBR)
:giowdes a continuous rate of flow
PPorts traffic sensitive to delay and loss

»E
> Cmulates circuit switching
e
* Real-tr'rles uncompressed voice and video
'Me Variable Bit Rate (rt-VBR)

" Suppg ;
N Ports traffic dependent on timing an

gned to accommodate data

te quality of service (Q0S).

d control information

L ATTies com . . di
. pressed voice, video and au 10
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+ Non-real-time Variable Bit Rate (nrt-VBR)
» Supports traffic at rates that vary with time
» Unaffected by loss or delay pecause of tiMe to recover
» Carries data and buffered voice and video
o Unspecified Bit Rate (UBR) .
» Provides no assurance the data will be delivered (best effort only)
% Carries file transfers and E-mail
Table 5.4 : ATM Service Classes
sl T ——
Service Class| Class A Class B Class € Class D Class X
AAL Type 1 2 34, 5 in 3/4 5
Message Mode
ATM Forum CBR rt-VBR nrt-VBR UBR ABR
Bit Rate CBR VBR UBR ABR
Timing Required Required
Connection Connection Connectionless Connection Or
Mode oriented connectionless
Traffic PCR, CDVT PCR, CDVT, PCR, CDVT PCR, CDVT,
Contract SCR, MBS, BT MCR
Parameters
Qo5 cDpV, CTD, |CLR Not specified
pParameters |[CLR
Some Uncompres Compressed |X.25, Frame sMDS, LAN, Network
Applications -sgd voice, [ voice,  video Relay, nrt buffered manage” ‘
Vldf:‘O and | and audio Transaction video ent,
audio Processing F-mal
FTP,
WAN
LaNE-

1

compu'ler Netw
o

Available Bit Rate (ABR)

+ Provides no assurance the data will be delivered (best effort only)-

¢ Supports nrt-VBR traffic with flow control f
- . ATN

QoS standards have been established for each service category- Table 54 s i

service classes and Table 5.5 lists QoS parameters for each service category-
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| Table 5.5 : QoS Parameters 1
@tegory Quality of Servi

rvice

CBR
+VBR LDV, CID, CLR
i CLR

nrt-VBR CLR
UBIE none
Ab

| // none

ATM AccessS

54.5. _ :
A rate of DS1 or greater 1S needed to access an ATM backbone. The access can be

nade through customer premises equipment (CPE) or by way of a switched multibit
ata service (SMDS), Frame Relay, or X.25 network switch (or more commonly, a DS3 or
§ NET/SDH connection) through a User Network Interface (UNI). ’
A UNI is where the access network stops and the ATM network begins. The UNI 1s
. he point between the user and the public network service provider, and it is here that
specifications for procedures and protocols between these two networks are established.
- Also, the ATM network takes responsibility for converting user protocol data units
PDUs) to ATM PDUs and cells.
. Aprivate UNI that allows end user access to an ATM network is a data exchange
- interface (DXI). DXI access is through a router, bridge or ATM data service unit. DXI
dlows protocol sharing between the user and network provider and reduces ATM
protocol responsibility, such as breaking out and reconstructing ATM cells.
Network-to-network interface (NNI) is a public UNL The NNI provides access to
the public network along permanent virtual circuits established at the UNL

UNIs and NNIs can be connected in the following arran
* UNI to UNI (subscriber—to-subscriber)

* UNI to NNI (subscriber-to-network)

* NNI to UNI (neh/vork—to-subscriber)

* NNI to NNI (network-to-network)

ATM Interface Connections : Each interface permits a T

Vil‘fu
YS?cl Fa-th.(vp) and virtual channel (VC) connections for user
al limits due to hardware, not software. Table 3 lists the total

Sava‘

A]flable at each interface connection. ' e
betyge M Connections : A permanent virtual circuit (P V() 1s a loglijlé: 0 nzi; ;lv
cr"atedn] t'Wo end users established by administative procedures- 4 Pd ;Svisione i
PVes caﬁng before it is used and remains in place until the connectlsté g %z;dwidth is.'.

be virtual path or virtual channel connections (VPC or '

illge,
ted
for a PVC whether it is used or not.

o

gements :

aximum number of
data. These are the
number of VPs and

ectio
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"y

nnection between two gy,
Scry

d network signaling Proceg g
u

lished as each SVC js ey
oty

. .A switched virtual circuit (SVC) is a logical co
that is established and deconstructed with access an
Cell transfer instructions for user traffic are estab

Bandwidth is allocated dynamically as it is needed.

ATM topologies can be pOint-to-PO-
In

ATM Connection Topologies ! ,
point-to-multipoint, unidirectional ~an bidirectlonal: In a Pomt-tO-multip N
» is only from 2 UNI, while the multiple end POintsoclm

dn

use of multicasting to replicate
ang

configuration, the primary sourc
e logical and spatia|,

be UNI or NNL This configura
distribute data to multiple subscribers. M

In logical multicasting, the multiple endpoi
In spatial multicasting, the end points are on sepa

tion also makes
ulticasting types ar
nts are on the same physical inter

€.

rate physical interfaces.

ual Channels
the transmission
e virtual connections
complex S
nds of virtu

The pathways between Vi

5.4.6. Virtual Paths and Virt

In ATM, cells move on
called virtual connections. Thes
another through what is sometimes a very
Every transmission link can support thousa
when and how much traffic needs to be sent.

are virtual paths and virtual channels.
Traffic from various SOUTCeS is bundled in a pipe and directed as a whole untli

reaches its destination. While the path in the network can be redirected, all bundied
channels arrive at their destination. The ATM pipe is a virtual path (VP) and 15 3
concatenation of circuits in a link see (Figure 5.14). The action of redirecting the pipess

called VP switching (VP5).
Various sources or channels request connection to specific destinations. These

ot fixed throughout the network and can jump from one VP to another ©
Is (VCs), and the redirecting

protocol using known end-to-end rout
link one communicating entity Wit'h'.
ystem of physical medium links
al connections, depending on
rtual connections

channels are n
reach their destination. These are called virtual channe

VCs is called VC switching (VCS).
one nﬁgrcfxftiﬁﬁﬁfﬁfie}: Plarod, VI ik keelp bracic of where the cells 2" "
e“dPOir_lt but change from ho.p toelif)[l:)c.lentlflers do not remain constant from endpoint®
fogech:r:::l] r::lt:e :;r: aCc}:‘:lTnth SfWitches : Switches join transmission €7
switches use buffers that hold cfussur::)irlnti;neef:)rra?li;:;sts(i)o:] link tot al:;ther. If need®
ove onto the

The switch ch : ;
VPand VC, and swif:::st:f mzc.)mmgfeurs VPI and VCI, determines the n€X
cordingly. The switch has the intelligence to move

the appropriate
next node by usin i
) switchi -
permanent or switched virtual conneftion;tchmg tables that provide jnformd
e

the c«ells‘tc
for

tion

Switched virtu
al connecti
dynamically establi lons are the :
tablishe preferred as t
Y lished. They are much like the connr:c(t)'de o opl:?lr'a;:o; eac Ht
ions establishé ‘
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Virtual Path Connections

) Transport facility

Virtual Channels
Virtual Channel Connections N

Fig. 5.14. Paths and channels

Jone call 18 made. The destination of the call is determined by dialing the number, and
pretwork determines the links to that destination and establishes the connection. The
amection 1S permanent until the call is finished and all call traffic is delivered in the
ane order it was sent.

147,ATM Advantages
f ATM provides several advantages :

|+ ATM fixed-length cells require lower processing overhead and produce higher
| transmission speeds than traditional packet switching methods.

. ¢ ATM transmits asynchronous data in a synchronous network while prioritizing
'*i‘_ time-sensitive traffic ahead of delay-tolerance traffic to ensure that quality of
- service is maintained.

* ATM delivers true bandwidth-on-demand (a big plus for high-speed voice, data

and video service) and uses statistical multiplexing techniques to efficiently use
resources.

' ATM is application-independent, meaning it can be used as a common
Infrastructure for many network types, including public, private, LAN and
€ampus backbones.

FATM s designed for high-performance, multimedia networking on a broad
fange of devices :
: l;vcv’ workstation, server network interface cards
. Wol:;hed Ethernet and token ring workgroup hubs
* Ente grf)up and campus ATM switches
Iprise network switches, multiplexers, €

Nte .

By, I .
wronment: O?al standards compliance in central offic :
L Allony multi-vendor operation and interoperablhty.

dge and backbone switches
e and customer premises
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5.4.8. ATM Disadvantages
While ATM has several advantages ATM disadvantages can be seen i thre,
areas .
¢ Cost
¢ Complexity
+ Availability
Compared with voice switches,
line. ATM was implemented before the
trying to catch up, which should help to brin

ATM equipment is very complex and
management team and system to operate AT

cost-effectively).
ATM is not as widely available as SONET and SDH. These are older protocols thy
are widely accepted and very well standardized. Additionally, Wl-th' the proliferation of
t be necessary. This is especially true for

Fast Ethernet and Gigabit Ethernet, ATM may no
those who transport Ethernet over already ubiquitous SONET/SDH networks.

ches are still much more expensiye "
nded and ATM standards are stj];

g down the cost of ATM equipment,

intelligent. It takes a Vvery intellige,
M successfully (that is, efficiently ang

ATM swit
designers inte

E] 5.5. Voice over Internet Protocol
Voice over Internet Protocol (VoIP), is a technology that allows you t

calls using a broadband Internet connection instead of a regular (or analog) phone line
Some VoIP services may only allow you to call other people using the same service, but
others may allow you to call anyone who has a telephone number-including local, long
distance, mobile and international numbers. Also while some VoIP services only work
over your computer or a special VoIP phone, other services allow you to use a traditiona!

phone connected to a VoIP adapter.

o make voice

What is VolP?
. Vo}ice over Internet Protocol (VoIP) is a form of communication that al
phone calls over a broadband internet connection instead of typ

telephone lines. Basic VoIP
: a
recstving calls over the intel.mtc.cess usually allows you to call others who are

lows you!

ical analct
I

Interconnec . :
traditional landlirizdn\zl?ilrl; services also allow you to make and receive calls t0 and fre"
ers, usually for a service fee. Some VoIP services require”’

computer or a dedicated VoIP ph ‘
on ' : f
to place VoIP calls through a S];eda‘;'av;:;lte;thers allow you to use your Jandliné phor*
I.

VoIP is becoming an attractive c
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Vo|p/|nternet Voice Works

HoW olP services convert your voice into a digital signal
ol sre calling @ regular phone number, the signal isg:';nthat travels over the internet.
! éna pefore it re.aclh\e;sltll)w ﬁestination. Vo-IF.’ can allow you ‘t/(f lzfj( Zoaaczelz;gg}ar telephone
 omputer 2 ega ¥ one o e traditional phone connected to s lirectly from a

dion vireless “/hot spots” in locations such as airports, parks and g:;“al adapter. In
' onnect to the Internet and may enable you to use VoIP service wirelessl(;S allow you to
) Personal

]
§ Computer N

Personal
Computer Telephone

=

 What Kind of Equipment Do | Need?
- table A broadband (high speed internet) connection is re
ida tmOdem’ or high speed services such as DSL or a local a'rea ne |
0 ptor, or specialized phone is required. some VoIP services only
Mputer or a special VoIP phone, while other services allow you to use
°fe connected to a VoIP adapter If you use your computer, .Wlll n?ed some
Gadzre and an inexpensive microphone- Special VoIP-p.hones plug};1 dlrecﬁy gliou};zu;
teleph and connection and operate largely like a traditional telep om::-.h z o e s
one with a VoIP adapter, you'll pe able to dial just as you always have,

iCe 5
Provider may also provide 2 dial tone-

Fig. 5.15

his can be through a

quired. T
twork. A computer,

0P Cone:
use your traditional phone to place

Ded:

VO edlcatEd rou i . oW ou to .
amlip ;Tllls. They are :g:;;gzsfod::gfjgsli i gdems (or any high-.SPeed mterge:sic:;:rcg
. Propr?W you to attach an ordinary telephone- Once cqnflgured, -aT with =
mteracﬁlate VoIP provider and service plan, these devices require no special sO e
o with a computer. In fact, you only need to pick up your phone and dial a
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_ dapter with you when you
number at the dial tone. you also may bring yO: Ii‘saanilable. "
make calls wherever broadband internet acces

Adapters (USB) —
These devices also allow you to Ust g
usually come in the form of USB adapters tha

. k d.

lar phone jac e %

drive. They feature a standard modular p B a8 e oy T v
phone line Once connected, your phone ;

: are 1s actuall i
h .ce. Behind the scenes, howeVver the included software 1 ally setting up;
phone service.

VolIP call.
i ions :
Software-controlled VolP appllca:'_ fions (“'softphones”’) that allow you to place yyp
There are many software PP ica T b a hizadiset, FGCrOPHONS el uy
phone calls directly from an ori:hnary Cq(r;};g usually give away their softphones b,

_ Internet telephony service provi gHve _ ,

carijrir:chat you usg their service. Together, these applications and Sel;vfi; en?blfdufﬁ
:E(ialk to other people using the same service at no cost, ;fmd to the resto ;3 world for;
fee. Software based VolIP applications are quite attractive to CONSUMeTs because ther
oft;en already have most of the components necessary to get started at little to no cost

aVQl an

ional phone to place Volp calls. 7,

slightly larger than the typic, thu::"
to which you can attach an gy -

ssoftphones”

Dedicated VolP phones | |
A VoIP phone looks like an ordinary corded or cordless telephone, but it connec

directly to a computer network rather than a traditional phone line. A dedjcateé VOI?'
phone many consist of a phone and base station that connects to the internet or it ma§
also operate on a local wireless network. Like the VoIP adapters mentioned above
dedicated VoIP phones also require a provider and service plan.

Requirements, Availability, and Service Limitations _
When considering VoIP service, you should not assume that its feah{ﬁ;

functionality and options will equal those of traditional landlines:; you should be fam™”

with the requirements, availability, and possible service limitations of VoIP se”

. - = . a
before switching to VoIP as either a primary means of communication -
enhancement to your current services,

Requirements
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r ork connectivity S67

et
bty due to Power Outages

A During typical power outage, VoIP becomes unavailable because VoIP devices
r aters, routers; adapters) usually rely on a power source to function. Traditional
corP nes are usually still available during such as outage, which is a major advantage
ergency. Ultimately, it may be necessary to use an uninterruptible power supply

VoIP installation if connectivity is desired during a power outage or some

- ponelli
- jpanem
- urg) with 2
' ther kind of emergency:
E pvailability due to Bandwidth

VoIP communication nearly always requires a high-speed (broadband) internet
connection for reliable functionality. Even given typical broadband connection speeds,
 though, service interruptions or degradation of quality is possible due to high internet
watfic. For example, if you are trying to place a VoIP call while other people are using a
ot of bandwidth on the same internet connection, the sound quality of your VoIP call or

general VoIP availability may be affected.

Threats/Risks
Many of the threats associated with VoI’ are similar to the threats inherent to any

internet application. [nternet users are already familiar with the nuisance of email abuse
in the form of spam and phishing attempts. VoIl opens yet another pathway for these
annoyances, which can lead to spam over internet telephony (SPIT), spoofing and
identity theft. Additionally, the confidentiality of VoIP conversations themselves has
‘ome into question, depending on service type or VoIP configuration.

Spam over Internet Telephony (SPIT)

As VoIP usage increases, so will the pesky marketing strategies associated with it.
_Pereﬂnial annoyances like telemarketing and spam have been plaguing consumers and
Internet users for years. A new sort of hybrid of these two concepts is SPIT, or spam over
tternet telephony. Like email spammiﬁg_, sending commercial messages via VolP is fast
E?u‘:heap- Unlike traditional telemarketing, though, VolIP offers the Potential for large
on H’]“es of unsolicited calls, due to the wide array of tools already available to attackers
Custm; Internet. Telemarketers could easily send large. amounts of messages.’to VoIP
1 fle S‘j“l'S- Unlike traditional spam email messages, which average only 10-20 kilobytes

12¢, unwanted VoIP voicemails can require megabytes of storage.

SDOoﬂng

It i ;
“Xam ~ technically possible for an attacker to masquerade
tha P N attacker could possibly inject a bogus caller ID into an ordinary VoIP call so

é‘infelceiver believes the call to be coming from a known a.and trusted source (a bank,
Varra:t:;' The receiver, fooled by the electronic identification of the caller, may place
be tickeq - trust in the person at the other end. In such an exchange, the receiver may

'Nto disclosing personal information like account numbers, social security

as another VolP caller. For

iﬁr
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. . ‘s maid
numbers, or secondary authentication factor : @ mpthers IS TS, for eXan
- aditional phishing, where a yge, follpe
0

This scheme is essentially the VolP version of tr - :
. e ed into prowdmg personal informatigy, W
| On

links in an unsolicited email
bogus web site. Attackers may u
complete partial identity records o

Confidentiality Concerns o _

Many critics of VoIP questio entiality. The. C9ncern ?s that Volp i
sometimes travels unencrvpted over the internet. Therefore, 1t 1S techmcauy possible ,
someone to collect VoIl data and attempt to reconstruct a COHV.el'SatIOn, Although g
extremely difficult to achieve, some software programs are de.51gned tq piece togethe,
bits and bieces of VoIP data in an effort to reconstruct co'nversa,tlons. Wblle such activiy
is currently rare, you should be aware of this possibility as it many increase as Volp

becomes more widespread.

se
{ victims of ide

n its confid

How to Protect Against Risks

Many of the principles and practices for safe VoIP usage are the same as those vou
may already be practicing with other internet applications. Ignoring these gener:
principles could allow attackers to gain control of your computer operating system b
means of an existing software flaw or a misconfiguration unrelated to your VoIf
application. It may then be possible for them to exploit flaws in your VolIP configuration
thereby possibly gaining access to personal information you share when using Vol
Here are some of the key practices of good personal computing.

¢ Use and maintain anti-virus and anti-spyware programs.

¢ Be cautious about opening files attached to email messages ot instant m

¢ Verify the authenticity and security of downloaded files and new software:

essage™

* Configure your web browser(s) securely.
* Use a firewall.
¢ Identi - ‘
) entify, back-up and secure your personal or financial data.
Create and use strong passwards,
.
) IF;.artch and update your application software
o not divulge i '
ulge personal information to people you don't know. :
walt

e If you are using
sing a .“;()ftw P . . . ;
are VoIP application, consider using encryptio” 50*

for bo o ctallati
th your installation and for those you wish to talk to

E] 5.6. Internet Telephony

A category of hardwa

re and software th, - et
transmissi ‘ " ' that enables pe se the inte™
ssion medium for telephone calls. For users wh }‘:tOple to use.  orice pte”
o have free, or fixed-P ny“’heﬂ

access, i
Internet telephony software essentially provides free telephone calls a




tivity
nec -

con
< 4, To date, howevew Internet telephony does not offer the same quality of

wor i irect telephone :
fe one service as dire p connections.

Intenet telephony applicatio : .
pre are many _ PP ns available. Some like Cool T,
come bundled with popular Web browsers. Others are stanzl—l;l?;:

et telephony products are sometimes called IP telephony, Vo
or Voice over IP (VoIP) products. phony, Voice over the

hony means making a call via pc/device through VoIP technology. The
et telephony is the ability to place long-distance phone call -
than regular ISD call. P calls at very

o Meetine
h cts. Inte

10
et (YOI

Net telep
Jvantag€ of N
heaper charges

EXERCISE

Define network device.
Define the following terms : Hub, Switch, Repeater, Gateway, Bridge.

Explain the concept of hub and switch cabling.

Name three types of bridges.
Explain in brief the working of router and its different types of routing techniques.

What is routing protocol? Name some routing protocols.
Define the concept of firewall and internet security.
What are the benefits of using firewall?

Explain in brief types of firewalls.

Write a short note on ATM.

What are the ATM services? Explain in brief.

Mention some advantages of ATM.

What is VoIP? How does it work?

Define the term spoofing.

Write short note on Internet Telephony.
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